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Speaker Information

Ram Engira has more than 18 years of exper
largest firms, He has fundamental business operation and technology skills, especially
surrounding key initiatives in trading & investment bank arenas.

Ram is currently working as a senior vice President/Senior IT Manager for Global Wealth
Management O&T sector at a major financial firm. He works for the business office focused
on strategic planning, proper business & technology alignment, client management,
business realignment and engagement planning.

He is a subject matter expert in BCP/DR, Enterprise and IT Risk Management and
Information security.

Ram is involved with BCP/DR, Information Security, System Auditing from both strategic
and tactical points of view. Ram is among the industry leaders in planning and executing
Data Center Consolidation programs and infrastructure virtualization leading to IT
optimization.

Ram is also an adjunct professor at St. John
Technology (NYIT) teaching Business continuity planning, enterprise Risk Management and

IT security and auditing as well as Database Management systems.
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WHAT IS CLOUD COMPUTIN®

ARAClIl oudo 1s simply
internet

A Users do not have or need to have
knowledge, control, ownership in the
computer infrastructure

A Userssimply rent or access the
software and services , paying
only for what they use

A Like a utility service
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| WHAT IS CLOUD COMPUTING?

A Cloud computing is a new way of delivering computing
resources, nota new technology. Computing services
ranging from data storage and processing to software, such as
email handling, are now available instantly, commitment -free
and on-demand.

A Itis an on-demand service model for IT provisioning :
often based on virtualization and distributed computing
technologies.

A Cloud computing architectures have highly abstracted resources,
near instant scalability and flexibility, near instantaneous
provisioning , shared resources (hardware, database,
memory,etc.), 6service on demapagds, usSuUu
yougod billing system. 4



| WHAT IS CLOUD COMPUTIN®

-+

A Cloud computing can also be defined as a
model for enabling convenient, on -
demand network access to a shared poo/
of configurable computing resources
(é.9., hetworks, servers, storage, applications
and services) that can be rapidly
provisioned and released with minimal
management effort or service provider
Interaction.
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HISTORY OF CLOUD COMPUTING

AConcept dating back to the 1
computer scientist, brought up the idea that "computation may
someday be organized as a pu

A ldea that revolutionized Cloud Computing: Moving from
clustering computing to grid computing

i Clustering
i Grid

AAl N some ays, the cloud i s
uti lity model, 0 said Frank
firm IDC



THE ASUPER COMPUTERO ||

‘.li
ATwo ways of Dbui | di
computero with eno

users can plug into according to their
needs at a particular time:

i Blue Gene Approach
i Google's Approach



| EARLY LEADERS IN THE INDUSTRY

-+

A In 2007, Microsoft made available free software,
www.live.com that connects its Windows operating system
to software services delivered on the Internet

A Launched in July 2002, Amazon Web Services provided
online services for other web sites or client-side
applications

A 3tera launched its AppLogic system in February, 2006

Al BMOsSs system introduced 1 n |t
Cloud
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FUNCTIONALITY

i Cloud computing is an emerging technology that is
revolutionizing IT infrastructures and flexibility, and
software as a service (SaaS)

A During this economic time of recession, there are
huge cost-reduction pressures and cloud computing
allows businesses to do just that by tapping into cloud
computing platforms on a pay -as-you -go basis

A CAPEX is almost zero, while all computingrelated
costs are OPEX
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| FUNCTIONALITY

-+

A Software and applications are very costly.
With cloud, you rent so the heavy investment

Is forgone

A Cloud computing Is a set of technologies and
business practices that enable companies of
all sizes to build, deploy, monitor and scale
applications using resources accessed over
the internet
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WHAT TECHNOLOGIES IS CLOUD COMPUTINC
| REPLACING

A Cloud computing is replacing large Corporate
Data Centers and expensive private server
Infrastructure.

A Web 2.0, SaaS, Enterprise and government
users are adopting cloud computing because
It eliminates capital investment in hardware
and facilities as well as reduces operations
labor
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Types of Clouds

A

A

A

A

Public Cloud

Private Cloud

Community Cloud

Hybrid Cloud

Copyright Ram Engira

12




The NIST Cloud Definition Framework
(courtesy NIST)

ybrid Clouds

Deployment
Models - it\
Privatee Commumtity Public-Glondd
Cloud loud!
Service Software as a Platform as a Infrastructure as a
Models Service (Saa9 Service (Paa9 SEWCCN(EER)
On Demand SelfService
Essential

Characteristics Broad Network Access Rapid Elasticity

Resource Pooling Measured Service

Resilient Computing
Common Homogeneity Geographic Distribution

Characteristics Virtualization Service Orientation

Low Cost Software Advanced Security




COMPANIES LEADING IN CLOU
COMPUTING
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Google

-

A Google
i Network made up of millions of cheap servers, that would

store staggering amounts of data, including numerous
copies of the world wide web

i Makes search faster, helping ferret out answers to billions
of queries in a fraction of a second

A Google has invested more than $2 billion a
year in data centers for cloud computing.

A By far the leader in the technology
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amazon.com.

AAmMazon El asti c Complu

EC20

web service interface that provides resizable
computing capacity in a cloud

designed to make web-scale computing easier for
developers

reduces the time required to obtain and boot new
server space from weeks to minutes

allows developers to pay only for capacity that
they actually use
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Microsoft

AARAZUTr eo
i Internet-scale cloud computing and services platform
hosted in Microsoft data centers

i Provides a range of functionality to build applications
that span from consumer web to enterprise
scenarios

i Designed to help developers quickly and easily create,
deploy, manage, and distribute web services and
applications on the internet.
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SCALABLE PRICING AND CLOUD COMPUTING
|

A Models of Pricing
A Free
A Subscription Model
A Pay Per Use
A Perpetual License
A Enterprise Unlimited License
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WHAT DO THESE SERVICES OFFER AN
| ORGANIZATION?

-+

A Cloud computing will lead to
iIncrease In the following

categories:

i Virtualization

i Usabillity

i Standardization
i Scalability
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| CLOUD COMPUTING USAGE

-+

A Cloud Computing has 3 major uses.

i Infrastructure as a Service (laaS)
i E.g. hardware, Operating system, storage etc

i Platform as a Service (PaaS)
i laaS + Development environment

i Software as a Service (SaaS)
i Application
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Service Model Architectures cues sy

Cloud Infrastructure

SaaS

Cloud Infrastructure

PaaS
SaaS

Cloud Infrastructure
laaS

PaaS
SaaS

Software as a Service
(Saas)
Architectures

Cloud Infrastructure

PaaS

Cloud Infrastructure
laaS

PaaS

Platform as a Service (PaaS)
Architectures

Cloud Infrastructure
laaS

Infrastructure as a Service (laaS)
Architectures
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| CLOUD COMPUTING USAGE

-+

A Other Possible uses
A CaaS (Communicationas-a-Service)

A MaaS (Monitoring-as-a-Service)

A DaaS (Desktopas-a-Service)

A BCaaS (Business Continuityas-a-Service)

A SECaaS (Security as a service)

22




| INFRASTRUCTURE AS A SERVICE

-

A Defined as delivery of computer infrastructure as a
service

A Fully outsourced service  so businesses do not have to
purchase servers, software or equipment

A Infrastructure providers can dynamically allocate
resources for service providers
A Service providers offer this service to end users

A Allows cost savings for the service providers, since they do not
need to operate their own datacenter

A Ad hoc systems allow quick customization to consumer
demands
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| PLATFORM AS A SERVICE

-+

A Provides all the facilities necessary to support the
complete process of building and delivering
web applications and services, all available over th

Internet

A Important: Infrastructure providers can
transparently alter the platforms for their
customerso unique needs
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| SOFTWARE AS A SERVICE

-+

A Defined as service -on-demand , where a provider
will license software

Alnfrastructure providers
to run applications off their infrastructure, but
transparent to the end user

A Customers can utilize greater computing power while saving

on the following
Cost
Space
Power Consumption
Facility
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| CLOUD COMPUTIN®ROS

-+

A Reduced Hardware equipment for end users
Improved Performance

Lower Hardware and Software Maintenance
Instant Software Updates

Accessibility

Less Expensive (Amazon example)

Better Collaboration

Pay for what you use

Flexible

> > > > > > p o

>
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CLOUD COMPUTIN@ONS

Security Issues (#1 concern) - Security iIs C, |, A
Internet connection

Too many platforms

Location of Servers

Time for Transition

Speed

Regulatory reasons
And many more concerns
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Governance, Risks and
Controls

AEvery value propositio
bal ance value del i r

ASLA will cover penalty cl auses




Cloud Computing Governance

Governance involves value delivery and risk management

Have you checked the background of the public cloud service
provider?

What are provideroés KPIlIs and

Is the provider financially sound?

A How would you deal with a bankrupt service provider? Your
data resides on their servers.
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Business Continuity and Disaster
Recovery

Does provider have a BC plan of their own business and
Infrastructure?

Providero6s infrastructureos
business processes?

Organizationallevel BC certification (BS 259992 ??)

Customer s applications with
A Provider doing remote mirroring?
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Security

It involves confidentiality, integrity, and availability
ISO 27001 certification

A How else will the provider provide assurance that
their security controls are world class

A Staff have proper SOD? Is the principle of DOPESS
followed?

Does the provider have controls to limit customer
knowl edge by 1 t0s empl oye

A Patch management policies of the provider (laaS and
PaaS)
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Data Center Operations

ﬁ;\ Provider 0s ot her cust ome

A Can their resource requirements have an impact
on you?

AHi gh availability provis

A Resource sharing considerations
A During resource fluctuations

A 1SO 20000 certified or compliance
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CIRT

Does provider have a CIRT team
Do they have forensics investigation capability?
Provider has risk management policies and controls?

Is application logging done separately for each customer to
Isolate data investigation?

| s CI RT and Acust omer busi nes
collaborated effort?

Malicious attacks on VM/cloud environment
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Privacy laws

Provider 6s support for ¢
policy
Does data marked ndAprivat

safety requirements for access controls and
geographical location

A GLBA, HIPAA, EuroSOX,

A Support for OECDOS requli
Har bor o

A Support for encryption of
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Application-Level Security

Remember that most of the clouds use VM
architecture to reduce TCO

A Trusted VM images for laaS
A Secure inter-host communications based on host

authentication

A Any security consideration for VM also a

consideration for cloud computing
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Virtualization Risk

A Administrative access to virtualized OS should be controlled an
monitored

A Provisioning and virtualized OS control considerations
A Monitoring of traffic crossing VM backplanes

A nNSecure by defaulto configur
needs exceeding industry baselines

A Virtualizedp@Stiyedseciud ity t
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ldentity Management

A Federated ldentity Management requirement
A Contracted mutual trust 1in

A Consideration of federation-enabling standards: SAML, WS
Federation, Liberty ID-FF federation

ASSO for clientdos i nternal ap
architecture to the cloud

A IDaaST identity as a service providers
A To manage complexities of different versions of SAML
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Encryption and Key Management

A -Should depend upon clientos
A Cloud provider support for symmetric encryption

A Segregation of Adata hol ding
encryption

A Contract must provide for standard encryption e.g. triple DES,
AES, and NOT cloud providero

A Keep key management separate f
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Compliance

A Compliance requirements must be met
A Need data classification
A Compliance can be as per policy or as per regulations

A Cross border data transfers must be regulated and provided for
In the contract

A Virtualization of storage could cause breach of x-border
transfers

A Provision for audit
A Regulatory examiners access
A 1s SAS 70 Il enough? Or ISO 27001 should be a prerequisite?
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Information Lifecycle Governance

A How do you ensure data destruction in a cloud?

A Service provider manages the processes but risk is
clients

A SLA for data retention
A Providerodos segregation of <co

A ANStorage Retirementod policie

A Data breach risk management
A Penalties vs. risk transfer for data breaches
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Long Term Archiving

-+

A Regulatory requirements for long term
archiving

A Business requirements for long term archivin

A Data format and storage architecture support
till end-of-life disposal of long term storage
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Portability and Interoperability

A Potential lock-in for client
A Implement layers of abstraction
A Between laaS and Saas, there is PaaS
A Does provider support lose coupling using SOA

AProviderodos competitors
lockout

A Has provider a hook to lock you in?
A Does provider follow open standards
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Legal Issues

-+

A Functional issues

A Which cloud functions have legal implications for
stakeholders

A Jurisdictional issues

A Who has legal jurisdiction for stakeholders, client data
assets, and cloud services

A Where the service provider is registered? Where the client
IS? Where the data resides? What does the contract say?

A Contractual issues
A Jurisdictional clauses
A Dispute resolution

A Security issues controls and resolution 43



Laws and Contract

A Expect unexpected termination of provider relationship
A How do you get your assets (data) back

A How do you ensure that copy of data does not reside on
providerds servers

A Remember:. Compliance requirements do not change
because of PaaS

A-Conflicting | aws for provide
compliance

A Matter of jurisdiction

A Providero6s role and responsi bi

information
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eDiscovery Issues

A Provider s rol e 1 n eDi s

A Logging capabilities of provider to maintain audit trail

A Providerodos commit ment t
such as Metadata

A Pre-contract due diligence
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I V4 V4 V4 /7 7

|l n a nut s hel eeéeeee

A CCisreal
A CC is transformational

A Proper governance, management, and controls needed
A T3CC Framework

A New roles for people, processes, and technology

A Remember- it is your business at stake.

A Value delivery must be balanced with risk.
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Finally

A According to IDC, resources are expected to triple by 2012, fro
$16 billion to $42 billion

ANCloud computing I s going to
years of | T-KandacNatargdno gy o

A You will not hear about risk management in cloud
conferences and expos. Conferences are vendor

financed, their speakers are vendor financed, but your
business is not vendor -insured

A CC may be like a utility service, but it is not a regulated utility
service.

A Therefore use common sense.
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That s all f ol ks
you need it!!
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